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Abstract

This paper shows how an architecture description nota-
tion that has support for timed events can be used to pro-
vide a meta-language for specifying exact communication
semantics. The advantages of such an approach is that a de-
signer is made fully aware of the ramifications of her design
choices so that an attacker can no longer take advantage of
hidden assumptions.

1 Introduction

The recent National Cyber Security software task
force [2] reports defects in software as being one of the
major causes of software vulnerability in computer-based
systems. Defects can be introduced at all stages of the life-
cycle – however, the earlier they are detected and prevented
from propagating downstream, the greater are the savings
in terms of time and cost.

Design vulnerabilitiesresult from design choices during
system construction. An attacker can compromise the sys-
tem if he is able to interact with the system in ways that
were not anticipated by its designer. The problem is made
even more complicated when real-time considerations need
to be factored in. For example, in denial of service (DOS)
attacks, attackers masquerading as genuine users can con-
sumer resources by initiating transactions they do not intend
to complete, thereby degrading real-time responsiveness to
legitimate users. The principle behind successful DOS at-
tacks is the system assumption that all users are genuine and
the consequent failure of the system to make a distinction
between legitimate and illegitimate users.

As a solution to the problem of security threats due to
imprecise expression of system interaction dynamics, this
paper advocates the use of a timed architectural design
notation called Timed Architectural Interaction Diagrams
(TAID) for formally specifying system interaction. In ad-
dition to being mathematically precise, TAID is executable,
thereby enabling rigorous analysis at design time.
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Figure 1. A TAID Architecture

2 A Short Introduction To TAID

From Figure 1, one may identify the following com-
ponents of a TAID network: 1) TAIDs describing subsys-
tems/components; 2) interfaces, containing read and write
ports – each port is a conduit point for data for the subsys-
tem surrounding by the interface; 3) connections between
ports in a subsystem and ports in an interface (cf. the dotted
lines in Fig. 1) called gates which enable one to selectively
expose ports in an inner TAID; 4) buses, the “connectors”
through which subsystems communicate with each other; 5)
links from interface ports to buses.

The execution semantics of TAIDs are formalized in
terms of a transition relation describing system-level exe-
cution steps. At the lowest level, a TAID component is a
state-machine that comprises states and transitions. It can
perform write transitions (i.e. output a value to a “write”
port), read transitions (i.e. read in a value from a “read”
port), or an internal transition. It may also engage in a clock
tick transition (denoted by a label of1 on the transition). In-
tuitively, the semantics of time is that it cannot advance as
long as there are internal computation steps still left to be
performed. All the actions that take place between two con-
secutive ticks are assumed to be instantaneous.

Buses are the most critical elements of the TAID par-
adigm: they can be looked upon as transducers that con-
vert transitions of incident components (i.e. components
who are connected to them) to system-level transitions. As



such, they have two responsibilities: the transfer of data
between senders and receivers, and the synchronization of
sender/receiver transitions, depending on the semantics of
the interaction mechanism.

More precisely, a bus in TAID consists of an interfaceI,
a set of bus statesB (i.e. valuations of the data structures
that represent the snapshot of a bus at any particular instant),
an initial bus state (binit), and two kinds of transitions –
communication and timed.

A communication transition (which encapsulates
an instantaneous transfer of data) is of the form
〈b, WV,R, W, RV, b′〉 written as:b

W RV

W V R
−→Mb′.

The way to read this transition is as follows: “if the bus
is in stateb, and subsystems connected to the bus enable
write transitions as indicated inWV and read transitions as
enabled inR, then the bus fires read transitions as indicated
in RV and write transitions as indicated inW and goes to
stateb′.” This firing of selected read and write transitions in
systems connected to the bus is also done atomically: thus
one bus transition may “consume” several transitions from
the components connected to it. Also, “writing” to a bus is
interpreted with respect to components connected to a bus:
so write ports on a subsystem are connected to write ports
on a bus, and similarly for read ports.

The setsWV , R, W andRV deserve further comment.
WV contains pairs of the form〈w, v〉 wherew is a write
port on the bus andv is a value. Intuitively〈w, v〉 ∈ WV
if there is a writer connected to the bus on its portw that
wishes to write valuev to it. Similarly, r ∈ R means that
there is a reader connected to the bus on its portr that is
interested in reading. The bus then, out of these enabled
transitions, chooses writers whose port values are stored in
W and readers as indicated byRV where〈r, v〉 ∈ RV if
reader connected to portr gets valuev.

As mentioned before buses in TAID also contain timed
transitions of the form〈b, b′〉 where b and b′ are bus
states.We write timed transitions as:b

1
−→Mb′.

Mathematically, we define the semantics of TAIDs in
the Structural Operational Semantic (SOS) style where the
definition of the transition relation of a TAID is given in-
ductively using inference rules that explain how transitions
of subsystems are combined to form transitions of systems.
Each system state records current state information for each
component and bus, and the initial state should contain the
initial states of each component and bus.

In this paper we do not formally define the semantics
of Timed Architecture Interaction Diagrams (TAID)—the
interested reader is asked to refer to [1] for the operational
semantics of the non-timed version of TAID. The paper that
elaborates on the semantics of the timed part is currently
under review.

3 Security Modeling by TAID

In this section, we demonstrate the use of TAID for pre-
cisely encoding assumptions of system communication and
show how that exercise leads to the uncovering of subtle
security bugs.

One of the simplest modes of communication isbiparty
synchronous handshake. Its semantics is that if a writer
wishes to perform a write action on a name and some reader
wants to do a corresponding read action, then the writer and
reader coordinate i.e. the two actions handshake and a com-
munication is said to take place.

Though the classical semantics of biparty synchronous
handshake is that it is instantaneous, in the real world, com-
munication usually takes a non-zero amount of time. Hence
we have what is known as thetimed biparty synchronous
handshake.

In order to provide an unambiguous semantics to this
kind of communication, the question we need to ask is:
“What exactly is the order of events that lead to a successful
timed handshake?” Two alternative scenarios may be con-
sidered. In the first: 1)δ time units are allowed to elapse.
2) The writer does thewrite action and is unblocked. 3)
The reader, at the same instant, does theread action and is
unblocked. In the second: 1) The writer does a write action
and is then blocked. 2)δ time units is allowed to elapse. 3)
The reader does theread action and both writer and reader
are unblocked.

Thus we see two different ways of performing a hand-
shake. This can lead to different attack scenarios as will be
seen later.

Let us see how TAID provides a metalanguage for repre-
senting these two flavors of biparty synchronous handshake
by encapsulating each of their semantics as a bus, thus en-
abling us to distinguish between them. Looking at the oblig-
ations we need to discharge in order to provide a definition
for a bus, we have to define what the bus states are (i.e.
the snapshots of the internal data structures), the initial data
structure, the set of read and write ports for the bus and the
bus transitions — both timed as well as untimed.

The first semantics is given in Table 1. The first line in
the table says that the bus’s interface has a setW of write
and a setR of read ports. The second line in the table de-
fines the bus states. There is a distinguished bus state:binit

and also a set of bus states, each of which maintains in the
variablei the number of clock ticks already elapsed at that
state.

Rule 1 states that if there exists at least one writer and a
reader, then the counter (representing the clock) is activated,
and vide Rule 2 the counter is incremented until the counter
value reaches the valueδ at which the delay has elapsed,
and the handshake is allowed to proceed.(Rule 3).

For the second semantics (Table 2), who gets to write and
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Table 1. Synchronous Handshake with δ
delay–Version 1

I=〈W, R〉
Bδ = {binit}

⋃
{i | i ∈ {0..δ}}

1. binit
W RV

W V R
−→0 iff

∃〈w, v〉 ∈ WV.∃r ∈ R ∧W = ∅ ∧RV = ∅
2. i

1
−→i + 1 iff i < δ

3. δ
W RV

W V R
−→binit

iff ∃〈w, v〉 ∈ WV.∃r ∈ R ∧W = {w} ∧RV = {〈r, v〉}

Table 2. Synchronous Handshake with δ
delay–Version 2

I=〈W, R〉
Bδ = {binit}

⋃
{〈i, w, r, v〉 | i ∈ {0..δ}, v ∈ V, w ∈ W, r ∈ R}
1. binit

W RV

W V R
−→〈0, w, r, v〉

iff ∃〈w, v〉 ∈ WV.r ∈ R ∧W = ∅ ∧RV = ∅
2. 〈i, w, r, v〉

1
−→〈i + 1, w, r, v〉 iff i < δ

3. 〈δ, w, r, v〉
W RV

W V R
−→binit iff W = {w} ∧RV = {〈r, v〉}

who gets to read is decided at the beginning (and not at the
end of theδ time units). Hence here we need to keep track
of the writer and its value along with the reader. This leads
us to define a set of bus states, of form〈i, w, r, v〉 where
i denotes the number of clock ticks already elapsed at that
state,w denotes the write port that was selected for writing
among the multiple enabled writers,r denotes the read port
that was selected among the multiple read ports andv stores
the value being written. At the end ofδ time units, the bus
looks at the value ofw andv it has stored, enables a writer
and reader on the basis of that and then transfers its stored
valuev to the selected reader.

Let us now consider the security vulnerabilities inher-
ent in these two definitions. In the communication defined
in Table 1, the communication is initiated once theWV set
and theR sets are non-empty, i.e., there is at least one writer
and one reader that want to communicate. Letδ time units
pass. During this period, the original writer or reader or
both may have withdrawn (i.e. no longer be present in the
WV andR sets respectively) and been replaced by some
other writer and reader. The communication will still com-
plete because the bus only checks to see if there issome
writer and reader present at the end of the delay, not whether
the writer and reader present are the same writer and reader
who initiated the communicationδ time units ago. Hence
this communication is open to a kind ofspoofingattack.

Now let us look at the second bus implementation of
timed biparty handshake as given in Table 2. Here the origi-
nal writer who initiated communication and its data value is
recorded in the bus state along with the selected reader and
so at the end ofδ time units, the identity of the writer/reader
can no longer be substituted as in the first example i.e. the
writer/reader who initiated the communication will be the
one that writes/reads at the end. Hence it is not susceptible
to the spoofing attack the previous example was, but it still
has a vulnerability.

The attack scenario is this: Suppose componentA is cho-
sen by the connector to write/read among all the enabled
write/read transitions.A is a malicious entity. It then in-
tentionally removes itself from the communication but the
connector is not even cognizant of the fact and completes,
what is thinks, is a successful interaction.A has thus been
successful in blocking off other benign writers/readers (a
DOS attack) for at leastδ time units, wastedδ units of com-
munication resources, and the system, as a whole, is not
even aware of this malicious activity.

The problem here stems from the fact that an attacker
can take advantage of an environmental assumption made
by the connector, the assumption being that “writers who
wanted to write when the interaction began shall be there at
the end when the communication terminates”.

As a result, we need to refine our definition of biparty
synchronous handshake so that the parties who initiate the
communication are present when it ends. Our semantics
thus becomes: 1) The writer does a write action but remains
blocked. 2)δ time units is allowed to elapse. 3) The reader
does theread action and if the original writer and reader
who were chosen initially are still present in the interaction,
only then are both writer and reader unblocked. Otherwise,
if the original writer and reader are not present, we flag a
communication failure.

The bus definition for this is given in Table 3. Here,
the set of bus states is augmented with a special error state
called berr. In Line 3, we perform a check to see if the
(write port, value) tuple that was selected initially is still
present inWV i.e. in the set of enabled (write port, value)
tuples. We also check to see if the read port that was se-
lected originally is present inR. Only if both the checks
succeed do we then proceed with the handshake. If any one
of them fails, then the bus transitions to an error state (Line
4); signifying that the handshake failed. The designer then
has to check if it is possible, and if it is under what condi-
tions, for the system to reachberr.

However, even now we have a vulnerability. The as-
sumption made during timed biparty synchronous hand-
shake is that the writers/readers remain blocked for the du-
ration of the communication. However the semantics of
the bus given in Table 3 only ensures that the same writer
and reader is present at the beginning and the end—it can-
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Table 3. Synchronous Handshake with δ
delay–Version 3

I=〈W, R〉
Bδ = {binit, berr}

⋃
{〈i, w, r, v〉 | i ∈ {0..δ}, v ∈ V, w ∈ W, r ∈ R}
1. binit

W RV

W V R
−→〈0, w, r, v〉 iff

∃〈w, v〉 ∈ WV.∃r ∈ R ∧W = ∅ ∧RV = ∅
2. 〈i, w, r, v〉

1
−→〈i + 1, w, r, v〉 iff i < δ

3. 〈δ, w, r, v〉
W RV

W V R
−→binit iff

〈w, v〉 ∈ WV, r ∈ R ∧W = {w} ∧RV = {〈r, v〉}
4. 〈δ, w, r, v〉

W RV

W V R
−→berr iff 〈w, v〉 6∈ WV ∨ r 6∈ R

not guarantee that the writer and reader selected remained
blocked throughoutδ time units.

As an example, letw be selected by the connector to do
the write operation, its valuev be taken in by the connector
and the writer kept blocked till the delay finishes. However
let us assume that, as before,w times out (i.e. removes itself
from the interaction) and then just before the delay finishes,
it re-enters the interaction with a different value. Now when
the reader gets the valuev at timet, it may presume that the
value available at timet from the writer isv when in reality
it is not (since the writer has now re-entered the interaction
with a valuev′). Hence the reader gets an inconsistent view
of the system and the semantics of the biparty handshake is
violated without the connector being cognizant of the fact.
(The violation occurs because the assumption that a writer
remains blocked throughout a handshake is not enforced by
the communication semantics)

While this condition itself may not be an “attack” in the
classical sense of the term (i.e., no privilege is being ac-
quired or services blocked) it enables a component to send
the system into aninconsistentstate in a silent, undetectable
fashion. Conventional attacks may then be crafted at the
component level that may take advantage of this inconsis-
tency.

To take care of this, we need to craft a more refined hand-
shake semantics with the assumption that a writer/reader
cannot withdraw from the communication and come back
before the delay expires. In other words, once a writer
and reader are selected for communication, they have to be
blocked for the duration ofδ time units in order for the com-
munication to be properly completed. Here: 1) The writer
does a write action but remains blocked. 2)δ time units
is allowed to elapse. After each clock tick, the connec-
tor checks to see if the original writer and the reader who
initiated the communication is present. If it is not then a
communication failureis flagged. 3) The reader does the
read action and if the original writer is still present in the

interaction, only then are both writer and reader unblocked.
Otherwise, if the original writer is not present, we flag a
communication failure.

We do not write down the formal bus definition in this
paper for lack of space, but the intuition behind the modi-
fication that needs to be made with respect to the rules in
Table 3 is that at the end of every time transition, we tran-
sition to a special “hold” state where we check to see if the
originators of the interaction are still present. If they are,
then the bus is ready for the next tick and if not, a transition
to berr takes place.

4 Conclusion

This paper thus shows how a timed, architecture descrip-
tion language (TAID) may be used to provide mathemat-
ically precise formalisms for representing security-critical
communication assumptions. Being an executable nota-
tion, TAID allows us to use these definitions as basis for
simulation-based security analysis and model-checking at
design time.

Bus specifications precisely encapsulate assumptions
about the behavior of inter-component interactions, and our
work suggests that this level of detail is necessary in order
to consider security issues at design time. These specifi-
cations in fact serve two purposes. For component design-
ers, having such assumptions made explicit enables them to
determine what security countermeasures must be included
within their components, and how much the medium can
be relied on. For architecture designers working with tra-
ditional platform specifications, TAID-style bus definitions
are unlikely to exist. Such designers can, however, explicate
their assumptions about bus behavior using TAID specifica-
tions and use these as a basis for assessing whether their
understanding of the platforms to be used is correct or not.

Future work lies in creating a library of application-
specific policy specifications using TAID and providing tool
support for TAID architectural descriptions.

References

[1] A. Ray and R. Cleaveland. Architectural interaction dia-
grams: Aids for system modeling.Proceedings of the Inter-
national Conference on Software Engineering,(ICSE), pages
396–406, 2003.

[2] S. Redwine and N. Davis. Software process subgroup of the
task force on security across software development lifecycle.
National Cyber Security Summit, 2004.

4


