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Abstract. This paper shows hopredicate equation systerfRESs) may be used
to solve model-checking problems for systems, such as iheskving real-time
or value passing, that manipulate data. PESs are first dedinédhe encoding
of model-checking problems described; then generic glabdllocal approaches
for solving PESs are given. Real-time model checking is tasidered in de-
tail, and a new, efficient on-the-fly technique for real-timedel checking based
on proof search in PESs is developed and experimentally rshowignificantly
outperform existing approaches when system specificatioftsmula specifica-
tions contain errors and to be competitive when both aresctrr

1 Introduction

Temporal-logic model checkers [8, 9, 24] automaticallyabBsh whether or not a sys-
tem satisfies a specification given as a formula in tempogatId@he model-checking
problem has been studied most intensively in the area oéfstdte systems but also
for real-time systems and systems involving integer-véluariables. An interesting
insight to emerge in the area of finite-state model checkinthat model-checking
questions can be reduced to solving systems of propositanetions [2,11] called
boolean equation systemshis observation leads to a uniform framework for under-
standing a number of different model-checking technigireduding so-calledsym-
bolic approaches [7]. It has also served as a basis for new algwtimcluding effi-
cient on-the-fly model-checkers for the mu-calculus [2] aywiahbolic algorithms based
on Gaussian elimination [22].

The goal of this paper is to develop a similar framework fodelechecking oflata-
basedsystems that manipulate values and thus may not be finite-Sthe proposed
formalism,predicate equation systerfBESSs), generalizes boolean equation systems to
full first-order logic. We indicate how different model-ateéng techniques for systems
that process data, including Presburger systems [6] afdimeamodel checking [18],
may be cast in terms of PESs, and we also discuss how genedielttioecking tech-
niques may be derived based on PESs. We then use a proof dpstBESs as a basis
for deriving a new, very efficient on-the-fly technique forded-checking real-time sys-
tems. Experimental data is presented suggesting that ototppe implementation sig-
nificantly outperforms existing real-time model checkehew system specifications or
formulas contain errors (the most likely scenario) and imgetitive with these check-
ers when specifications and formulas are correct. Thus,ditiad to serving as a uni-
form framework for describing existing model-checkingtinas, PESs also open new
avenues for model checking as well.

2 Defining Predicate Equation Systems

Predicate equation systems consist of systems of simoltenequations whose right-
hand sides are first-order formulas. This section definessRES other terminology
and notation used in the rest of the paper.



If Q andX are sets, then the sé" consists of all functions mappinyj to Q. We
assume that iff € Q¥ andf € Q¥ thenx = X’, and we write dorfif) = X for

thedomainof f. We sometimes writ@* asX — Q. If f € Q% andf’ ¢ oY’ then
f[f’] represents the function (@ U Q’)(XUX ) defined as follows.

, "z)if x e X'
(D) = {;((x)) Iotheerwise

Also, if f € Q¥ andXx’ C X, thenf[X’ denotes the function iQ¥" defined by
(f[X")(z) = f(x) if x € X. Finally, if X = {z1,...,2,} and{q1,...,qn} C Q
then(zy := q1,...,z, := ¢,) represents the function that maps eacio g;.

2.1 Basic Data Theories

The predicate calculus we consider is parameterized withare to thévasic data the-
ory used to specialize the domain of discourse.

Definition 1. LetD be a set ofdata valuesnd X" a set ofdata variablesA basic data
theoryover X andD is a tuple(BExp, DEXp fv, (—), =, |—|), where:

. BEXp is a set ofdata predicates

. DEXxp is a set oflata expressions

. fv: (BExpU DExp) — 2% is thefree-variable mapping

. (=) : (BExpU DExp) x DExp* — (BExpU DExp) is thesubstitution function
(notation:b(f) for (=)(b, f));

5. = C DY x BExp is theinterpretation relatiognotation: p |= b for |= (p, b));

6. |—| : DExpx D* — D is theevaluation functiorfnotation:|b|,, for |—|(b, p))
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and such that the following hold.

(b)) = bif <), where(f < g)(x) = {?}x)) (g} oihaiaa ) — o)

1
2. e(f)lp = lelpys1,1, where|f|, is defined by(|f1,)(z) = [f(x)],.

In (BExp, DExp, fv, (=), =, |—|), BExp is a set of atomic predicates about data values;
DEXxp is a set of data-valued expressiofvgh) the set of free data variables énand
b(f) is the result applying substitutiofito expressiom. If p = b thenp makesb true,
while |e|, is the result of evaluatingin p. If Z = {z1,...,z,} C X is a finite subset

of X we use the termssignmentor the function(z; := ey, ...x, :=¢e,) in DEpo.
We often user := € to represent an assignment and call elemenf®’bidata states

2.2 The Predicate Calculus

The predicate calculus is used to define the right-hand siflpedicate equation sys-
tems. Our account of the predicate calculus is parametkrizin respect to a seX

of predicate variablesa setD of data values, a set of data variables, and a basic
data theoryB = (BExp, DExp, fv, |=, |—|) over X andD. The formulas are given as
follows, whereb € BExp, X € X, z € X, andA is an assignment.

pu=bl b1V |d1Aga| X | [A] | z.¢ | V.00 1)



The operators are standard, exceptXoand¢[A]. As formulats may contain predicate
variables, substitutiory| A], which is usually a meta-operation, must be included as an
operator in the language (since, e §.[x := €] cannot be rewritten). The definition
fdv(¢) of free (data) variables in is given in the usual manner, based on the definition
of fv given in the basic data theory; the definitifpv(¢) of free predicate variables is
standard. We call a formula predicate-closedf fpv(¢) = () andclosedif fpv(¢) =
fdv(¢) = 0. We often call formulas generated by the above granpredicates
Predicates are interpreted with respect to a data ptated apredicate state) €

(2(DX>)X mapping predicate variables to sets of data states. We wvEitg ¢ to denote
that formulag holds in data statg and predicate state The definition is as follows.

=o b iff p = b (i.e. wrt basic data theory)
=] —b iff 14 }75 b

=o ¢1V o2 iff p =g d10rp =g d2

o 91 A2 iff pl=o @1 andp = &2

0 X iff pE Q(X)

=0 0lA] it plA]] o 0

=o dx.¢p  iffforsomed € D, p[z :=d] =¢ ¢
=o Va.¢p  iffforall d € D, plz :=d] g ¢
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We use]o]s to represent the sép | p =9 ¢}. If a formula¢ is predicate-closed, then
[¢]o = [#]er for anyd and®’; in this case we writ¢e] for this common value. Finally,

while negation is restricted in the logic, every predicelesed formulay has a formula

not(¢) that is semantically equivalent ¢gs negation.

2.3 Predicate Equation Systems

Predicate Equation Systems (PESs) consist of blocks oftieqsaf the formX = ¢,
whereX is a predicate variable arflis a predicate. Such a system is intended to define
a mutually recursive family of predicates, one for each éqnaSince a given equation
can have several solutions, blocks in PESs are equippe@witidication as to whether
the “least” (most restrictive) “greatest” (most permiggigolution is intended.

Definition 2. A predicate equation blockas form(p, E), wherep € {u,v} is the
parity indicatorand E = (E1, ..., E,) is a finite sequence of equations of foiy =
¢, with the X; distinct predicate variables and eag¢ha predicate.

In predicate blocKp, E) p determines whether the “greatest) or “least” (1) solution
of the equations is intended. We writes(B) = {X;, ..., X,,} for the left-hand-side
variables in blockB andrhs(B) = {¢1, ..., ¢, } for the right-hand-side predicates.

Definition 3. A predicate equation syste(RES) is a finite sequencg®, .. ., B;,) of
predicate equation blocks with the property that i j, thenlhs(B;) N lhs(B;) = 0.

The notions oths andrhs can be extended in the obvious manner to PESs. We call a
PESP predicate-closed s p) fPV(#) C Ihs(P).

PESs are interpreted using fixpoints of monotonic functaefined over the com-
plete lattice given b)Z(DX) (i.e. the lattice of sets of data states, ordered by set-inclu
sion). Given a predicate environméhia predicate containing free predicate variable
X may be seen as a functigfy over this lattice as followsfy(S) = [¢]g;x.—s- A
complete account of fixpoint equation systems is given ir],[88d the semantics of



PESs may be seen as an instance of this, where the I@tiktaken to be(®™). Given
a “starting” environmen#, the semanticg,P]y, of PESP is an environmend’ that,
for any equationX = FE of P, satisfies'(X) = |E|o|x.—¢/(x)- and is appropri-
ately extremal. Note that iP is predicate-closed, theP]o(X) = [P]e (X) for any
X € Ihs(P) andd, . Based on this observation, it follows thatdfis a predicate,
P is predicate-closed, arfgv(¢) C Ihs(P), then[¢]ipy, = [#ljpy, for anyo,o'.
In this case we writd¢] p for this common value, and € [¢]p we represent this
notationally asr =p ¢.

3 Transition Systems and the Modal Mu-Calculus

A goal of this paper is to reduce model checking to computaigtens of PESs. The
basic approach consists of showing how, given a symboltesymodel and a formula
in the first-order mu-calculus, a PES may be generated whsmdations” are answers
for the model-checking problem. This section lays the faiiwh for this approach by
introducing our system modegdarameterized symbolic transition graphs with assign-
ment(PSTGAS), and our temporal logic, the first-order mu-calsul

3.1 Concrete Transition Systems

Fix a set of data valueB, a set of data variable¥, and a setl of communication port
names not containing a distinguished vatu& he set otoncrete actionsict, is given
asAct. = {Md | A€ A,d € DYU{X?d | A € A,d € D}U{r}. Actions have the usual
interpretation:\ld represents the emission of vald®n portA, andA?d the receipt of
valued on A. 7 denotes the internal action.

Definition 4. A concrete transition syste(@€TS) is a tuple X,V —., X;), whereX

is the set of stated/ : ¥ — D¥ the valuation function—~.C X x Act. x X the
transition relation, and¥; C X the set of start states.

A CTS models the behavior of a system. We weite. o’ for (o, a,0’) €—..

3.2 The First-Order Modal Mu-Calculus

To specify system properties, we use first-order modal nhcubies [29] and modal
equation systems (MESs). The former enhances the prediakigius with modal op-
erators; MESs are like PESs whose right-hand sides of MES®arcalculus formulas.
Fix basic data theor{f3Exp, DExp, fv, (—), =, |—|) and set! of port names. Then first-
order mu-calculus formulas have the following form, where DExp and\ € A.

¢ ::= (operators from Equation'] (7)o | [T]¢ | (Me)o | [Ale]o | (A?e)¢ | [A?e]¢

The notiondpv andfdv of free formula / data variables may be adapted in the obvious
manner. We call a mu-calculus formutdormula-closedf fpv(¢) = 0.

The semantics of modal mu-calculus formulas is given witlpeetto a CTS =
(X,V,—., X1), and takes the form of a relatio, p) =c¢ ¢, which, given an en-

vironmentd € (2(Zx(P*)))X mapping predicate variables to sets consisting of states
paired withalternative data assignmengssed to handle bound variables), determines



whether or not CTS state paired withp satisfiesy. This relation is given as follows
(obvious cases omitted).

(0.0) Eco X iff (0,) € 6(X)
(o,p) Ec,o Jz.¢ iff for somed, (o, p[z :=d]) Eco ¢

(0,p) Ecy ()¢ iffthereiso’ s.t.o 5. o’ and{o’, p) oo &

(0,p) Ecy [T]e iffforall o’ st.o 5. o', (o', p) Ece ¢

<O’7 p> '2079 <)\'6>¢ iff thereiso’ s.t.o ﬁic o', |6|V(O')[p] =d, and<0'/,p> '2079 10)
(o,p) Ece (M?e)¢ iff thereiso’ s.t.o &ic o', |6|V(G’)[p] =d,and(o’, p) =c,o ¢

Note that the semantics of the modal operators are différemtthe ones given in [21,
26]. Here, in(A?z)¢ thex in ¢ is not bound, while in the other work this is the case.
Our logic only permits variables to be bound usihgnd3.

We sometimes writer =c9 ¢ if (0,0) Eco ¢, wheref is the empty data as-
signment. We also defing]c.o = {(o,p) | (0,p) Ece ¢}. We may now apply the
general fixpoint-equation system theory in [30] to definesbmantics of mu-calculus
equation systems (MESs). The lattice in questioziis<A(P-¥)) ordered by set inclu-
sion, where\ (D, X) = |, » D? is the set of assignments; the semanfjadg] ¢ ¢, of

mu-calculus equation systeid is an environment mapping eagh € Ihs(M) to a set
of state / assignment pairs that is the appropriate solfitiothe equation definingl.
We also adapt the definitions of formula/predicate-closesls from PESs in the
obvious manner. If MES/ is formula-closed thefM ] o (X) = [M]c,e (X) for any
X € Ihs(M) andé, ¢, and we write[ M ] for this value. It also follows that ifi/ is
formula-closed and is such thatpv(¢) C lhs(M), then[¢]are, = ][, fOr

anyd, ¢’. When this holds we uspp] ¢ s for this value, and we writéo, p) =c v ¢
if (0,p) € [¢]lc,m, ando =om ¢ if {0,V (o)) € [Blcnr-

3.3 Parameterized Symbolic Transition Graphs with Assignrent

Our symbolic system model, Parameterized Symbolic TriamstBraphs with Assign-
ment (PSTGAS), extends the STGA formalism of [21] with alfacfor parameterized
transitions This enables them to encode a range of other symbolic syfstenats, in-
cluding the value-passing CCS in [10], Linear Process Egusf16], the event-action
language in [6], and timed automata [18].

Fix value setD, variable seft, and data theorySExp, DExp, fv, (—), =, |—|) over
D andX. Let® be the associated set of predicate-calculus formulas.fXsosetA of
communication port names not containing the distinguisteder, and define the set
of symbolic actionsdct; = {\?z |c € A,z € X} U{Ne|ce€ A e € DExp} U {7}.

Definition 5. APSTGA is atuplé& = (S,Z, R, Sy, InitC), where:

1. Sis afinite set of control locations;

2. T C X is afinite set of assignable data variables;

B.RCSx(X—-TI)xPxPxA(B,I) x Act, x S is a finite set of parameterized
transitions satisfying: ifs, k, s, 3, A, \?z, s') € R thenz € T;

4, Sy C S are the initial locations; and

5. InitC € BExp is the initial condition.

In PSTGAG = (S,Z, R, Sr,InitC), S; contains the possible starting locations and
InitC the initial condition on data variables. Based on the curcentrol location and
data state, transitions may fire, with data variables antraldocations being updated.



With this intuition in mind, let us more closely examine tteusture of parame-
terized transitions in a PSTGA. Each transition is a tuple, , 3, A, a, s’), where
s ands’ are the source and target control location, respectivéig.ATand x are used
to parameterize, or “index”, the transition. Roughly spegkeach valuel, that, when
substituted fok, makess “true”, defines a transition, in the STGA sense, consisting o
a boolean guar@(k := d) determining when the transition can “fire”; an assignment
Ak = (A< (k := d))[dom(A) to variables irZ; and a communication actiar{k := d]
(defined as the replacement of free occurrences of dateblakian the action expres-
sion byd). STGA transitions, in contrast, oniitandx. The utility of our more complex
model will become apparent when we consider timed automata.

Semantically, a PSTGAY = (S,Z, R, Sy, InitC) is interpreted as a CT6; =
(X,V,—, Y1) as follows.

1. ¥ C S x D*. Note that in(s, p), p provides values to the data variables.
2. V({(s.p)) = p-
3. (s,p) L. (s, p), iff thereis(s, k,k, 3, A,a,s') € R, d’ € D, andp” with:

@) p = slk = d. p | Blk == ), " = /[k == d')]| 4% ], and
(b) either: (i)a = 7 andp’ = p”; or (i) a = Nd, afk := d'] = Ne, |e|, = d, and
pl=p';0ora= A, alk :=d] = Nz, andp’ = p"[z :=d].
4, or = {<817p> | Sr € Slap ': Inltc}

PSTGAs and the Mu-Calculughe definition ofC¢ implies an immediate interpre-
tation of the mu-calculus with respect to PSTGA In addition to the other nota-
tions defined for the mu-calculus, we also introduce theovaithg. Let ¢ be a mu-
calculus formula, and a control location in PSTGAZ, and letd be a mapping of
mu-calculus formula variables to sets of state€’in paired with assignments. Then
[olo(s) = {p | {(s,p),p) € [#]cs.0}- Thatis, the “semantics” of a control locatien
vis avis a formula s the set of data states that, when coedbwith s, make the formula
“true”. Similarly, if M is a formula-closed MES, angdlis a mu-calculus formula with
fpov(¢) C lhs(M), we write [@]a,a(s) for {p | ((s,p),p) € [#]lce,m}- IN this case,
we also say that a PSTGA satisfies a mu-calculus formutawith respect to equation
systemM (written G |=as ¢) if forall sy € Sp, {p | p = INitC} C [¢]a,m(s1).

4 From Model Checking to Predicate Equation Systems

The model-checking problem for PSTGAs is: given PSTGAformula-closed MES
M andX € Ihs(M), doesG =); X ? This section shows how to translate this question
into an equivalent one involving PESs. The key problem toduFessed is the symbolic
representation of the sEX ], 1 (sr) for everys; € S;. This is achieved by construct-
ing a PES equation for each state(irand equation im/. Formally, we define a func-
tion F that, given a PSTGAG and formula-closed mu-calculus equation system
yields a predicate-closed PES G, M). F' is applied on a block-by-block basis; that
is, F(Ga <Bla s aBn>) = <F(G5B1)a s aF(Gan)> F(GvB) = F(Ga <p7 E>) in
turn yields a predicate equation block of fofm E’), where for each equatiol = ¢

in £ and control locatiors in G, there is an equation of forfi, x = F (s, ) in E'.

F (s, ¢) is defined in Figure 1.

Theorem 1. LetG = (S,Z, R, Sy, InitC) be a PSTGA, and le¥/ be a closed MES.
Then foranys € S and anyX € Ihs(M), [X]a,m(s) = [Ye x]rc,m)-



F(s,b) =b F(s,-b) = b

F(s, 1V ¢2) = F(s,1) V F(s,02)  F(s, 01 Ad2) = F(s,01) A F(s,$2)

F(s,X) =Y, x F(s,3z.¢) =3z.F(s,9)

P(sig) =¥aF(s.)  Flsiole:=e]) = Fls, o) = o]

F(s,{t)¢) =V{Ik.k A\BAF(s 7<bl)[A] | (s, k,k,0B,A,T,s) € R}

Flslrie) = MYk(5AB) — F(s,@)[A] | (5 k. B, A7, 5) € R)

F(s,{cle)p) =V{Ik.c ABAF(s, ¢)[A] | (s,k,k, B, A,a,8") € RA (o= cle)}
Fls.lcelo) = MYE.(nAB) — F(s',@)[A] | (3, k. B 4, 5) € RA (= dle
F(s,{c?e)¢) =V{Ik.c ABAF(s, ¢)[A] [z:=¢€]|(s,k, kB, A as)ERNa=clz}
Fls.[c?16) = MYk A B — F(s's 6)[Allz = €] | {5, 5 s Ay s') € RA 0= c?a)

Fig. 1. Translation Function for PESs

5 Encoding Real Time Model Checking Via PESs

Different model-checking problems may be uniformly captlin terms of PESs, from
boolean equation systems (BESS) [2, 23] and Presburgemsg$6] to real-time model
checking [18]. To illustrate this we detail an encoding aflféme model checking.

The framework we consider is given in [18], which models #tirake systems using
so-calledguarded-command real-time prograrfwhich are expressively equivalent to
the better-known timed-automaton formalism) and useditiet modal mu-calculus to
define properties. L& be the set of nonnegative real numbérsz {z1,...,x,} be
a finite set of clock variables, arfd be a finite set of boolean variables. The set of state
predicates is defined by the following grammar, where P, z,y € C, ande¢,d € N
are nonnegative integer constants.

p:=plrd|lc<ylztcly+d|-¢|d1V e

A (clock) statep € (RT)(CYP) satisfiesyp(p) € {0,1} if p € P (here 0 is interpreted
as “false”, and 1 as “true”). Ip is a state and € R™ thenp + § is the new state
plzr = p(x1) +6, ..., 2, := p(x,) + 6]. State predicates are interpreted with respect
to states in the usual fashion; we wriie= ¢ when this is the case. Then a real-time
program has fornk = (G, ¢), where:

— G is afinite set of guarded commands of form— A, with ¢ a state predicate and
A an assignment of formy := ey, ..., v, := e,. If v; € P, thene; must either be
0 or 1; if v; € C, thene; must either b@ (reset) o (no change).

— State predicate, theinvariant, is past-closed: ip + ¢ | ¢ thenp = ¢.

In statep programR executes as follows. If @ — A is such thap [ ¢, then the
assignment! is “executed” in the usual manner, updatimtp p’, provided thap’ = ¢
also. In addition, provided + § = ¢, R may “idle”.

The syntax of the timed mu-calculus extends the state-paggllanguage.

¢ ::= (state-predicate operator$ X | ¢; > ¢o | 2.0 | uX.¢0

The new operators include capabilities for recursive déimi(X, X.¢), a modal
operator §, > ¢2), and thefreeze quantifie(z.¢), which sets “specification clock?
to 0. The formulap; > ¢- has the following meanings; V ¢, holds as time elapses,
until a guarded-command fires, at which papatholds.

Our translation of timed model-checking into PESs convamsal-time-program /
timed-mu-calculus formula into a PSTGA (the formula is rexbébr the specification



clocks). Then the timed mu-calculus formula is translateéd & MES, and our generic
generator applied. L&t = (G, ¢) be a real-time program andbe a timed mu-calculus
formula, with§(y) = {s1, . .., sm } the names of the specification clocks used.iifo
define a PSTGA, we introduce the following basic data thetiyg(D = R™T).

- X=CU§(y)UPU{k}, wherek £ CU§(p) UP

- BExp={p=1|pePlU{z+c<y+d|x,yeC,cdecN}
- DExp={0,1}U{z+k |z e CUS()}

— fv, (), |, || defined in the usual manner

We now define the PSTGA R, = (S,Z, R, St, InitC) associated withR and¢ as
follows. We takeS = {s} (i.e. there is one control location) afd= C U §(~). For
eachy — A € G, Rcontains atransitiots, k, k = 0,1, A, 7, s), ar-labeled transition
corresponding to each guarded commangirNote thatk cannot appear free i or
A. There is also a parameterized transition of faquk, ¢lx1 == z1 + k,..., 2, =
xn + k|, [T := T + k|, t'k, s). The notationz := T + k is shorthand for; :=
1+ k,...,x, = x, + k, etc. This transition models the ability of time to advance,
so long as the state invariant remains true. The action tabeises a special potton
which the delay is written. Finally, we seb; = {s} and IniC = ¢ A \ ., © = 0.

The translation of the timed mu-calculus formulas omitted; we only comment
ong¢; > ¢y andz.¢. The former is given asd.(t16) ()¢ AVe.e < & — (tle)(P1 V p2).
The latter isp[z := 0]. Once all instances of these operators have been elimirthged
resulting formula can be easily converted into an MES.

6 Generic Algorithmic Approaches

The previous section suggested how model-checking prabdambe encoded as PESs.
This section discusses algorithmic issues involved in aging solutions to PESs and
their relation to the specific algorithms given by researststudying the aforemen-
tioned problems.

Global ApproachesThe paper [30] gives an iterative strategy for computingsible-
tion to fixpoint equation systems that is based on the foligutechnique for computing
solutions to basic blocks.

1. Assign each Ihs variable the correct extremal valuéof v, | for u).
2. “lterate” by evaluating the right-hand side of each emumtising the current as-
signment to derive a new assignment. Terminate when thadtange.

For PESs, this strategy has an obvious symbolic implementdor av-block, initial-
ize each |hs predicate variablettpthen iterate by replacing the Ihs variables by their
definitions in rhs predicates and checking if the old preisanply the new ones; ter-
minate if they do. Note that in general, this strategy migitttarminate. First, the basic
data theory may not decidable, so checking formula equiealeannot be automated.
Second, the number of iterations needed may not be finitditioaal global finite-state
model checkers use this strategy, as do both [6] and [18B]irtHie authors note that,
even though Presburger arithmetic is decidable, theirgghoe may not terminate. In
contrast, the restrictions in state predicates in [18] dargntee termination.

The paper [12] restricts the allowed form of predicates roeed in [6] so that the
only basic comparisons allowed mirror those of [18], albmitintegers rather than real
numbers. In this case, the iterative fixpoint calculatioguaranteed to terminate. This
fact, together with the PES formulation of real-time modeé&cking, therefore sug-
gests a novel symbolic approach to discrete-time modelkithgcRather than expand
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VI eEe 2T ar o Pdnot(@)Fy ! D not(e) -
3 % (t € DEXxp) 4 % (=’ a fresh data variable)
Cut ory AR XY
YV 3 DPoEY @ F not(¢) Vo D
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& - b[A] & (-b)[A]
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[\/] o+ (1/}1 vV 1/}2)[14] [/\] o+ (1/}1 A 1/}2)[‘4]
P+ [A]V a[A] P E Yu[A] Ava[A]
W)[A )[A .
El % (t € DExp) [V % (2’ a fresh data variable)
C X (X =+ anequation) [C] oF X[4] (X = ¢ an equation)

D D+ PA]

Fig. 2. A Gentzen-like Proof System for PESs.

a discrete-time model into a CTS by “exploding” delays intggence of clock ticks,
mirror the definitions of timed-automata / real-time progga albeit in the setting of
integers, then use the symbolic approach here combinedivathbservation of [12].

Local ApproachesSignificant attention has been paid to local, or on-the-figraaches
to finite-state model checking. In the setting of BESs, tinmants to computing the
solution of a single (propositional) variable rather thiaa values of all variables. In the
case of data-based model checking, on-the-fly techniquesrieaeived little attention,
although in the case of real-time model checking the sul§atiscussed in [27]. In the
remainder of this section, we present a local model-chgdkamework for PESs that
is based on a Gentzen-style, goal-directed proof systeaterkto ones given in [5, 19].
The proof rules operates @equentsf the form:® + ¢, whered = {¢1,... o}
is a set of predicate-closed formulas, apds a predicate. We interprét - 1 as the
formula A — <. The rules for the proof system are given in Figure 2 and follow
the following syntactic conventions;, ¢; are predicate closed, whilg, v; need not
be; ®, ¢ is short-hand fob U {¢}. Conclusions are also written above subgoals, which
are separated by a “;". Ruleg — A are familiar from the predicate calculus; note that
instead of left- and right- rules for each construct as irf],[2@ rely on ruleS combined
with the fact that theot function “drives” negations inside. The remaining rules faor
the substitution operator and predicate variables.
The rules also share an implicit side condition: they may belapplied tamon-leaf
sequents in a sequent. These are defined as follows.

Definition 6. Leto be a sequent of form Fp ).

1. Let¢ be a predicate-closed formula antl < [z := ¢] an assignment. Then the
strongest postconditiopost(¢, A), of ¢ wrt A is defined as

de

post(, 7 := &) = Fo.(z = (€[ := 9]) A $[ := 7))



2. o is a(successful) leaif one of the following conditions holds. (a). € BExp or
1 = —b for someb € BExp (successful fA & — ] = DY). (b).+ € & (always
successful). (cy) = X[A] (A may be empty) with parity, and there is another
sequent’ of form®’ Fp X[A’] on the path from the root node of the proofdo
with the property that ne” -p X"'[A”] such thatX” has parity different thap
and X" is defined in an earlier block in the PES thah andpost(®, A) logically
impliespost(®’, A’). Such a leaf is successful if the parity¥fis v.

A proof built using these rules islid if and only if it is finite, every path ends in a leaf,
and every leaf is successful. The following is true.

Theorem 2. The proof rules in Figure 2 are sound:df+ 1) has a valid proof wrt PES
P then[® — ¢]p = DY.

In general, the proof rules are not complete; proofs mayiregbe Cut rule, and
the data theory may not be expressive enough to define thessegeproperty. One
must also be able to determine the validity of implicationghe basic data theory.
One may identify data theories for which completeness dods fror example, we
conjecture the following: If any predicate is semanticalfyuivalent to a finite boolean
combination of data predicates, the proof system for thia tteeory is complete.

7 On-the-Fly Real-Time Model Checking

This section shows how ideas from the previous section maxgee to develop a novel
efficient on-the-fly model-checking algorithm for real-8rmystems. The essential idea
is to search for proofs of PESs using the proof rules giverethe

Three key challenges exist for efficient proof search. Tl fiivolves computing
implications in the basic data theory (here, the theoryadkckonstraints). For real-time
model checking, efficient data structures for this problewehbeen proposed, includ-
ing difference-bound matrices (DBMs) [14], constrainti@den diagrams (CDDs) [20]
and clock restriction diagrams (CRDs) [31]. Because of edismplementation, our
prototype uses DBMs. The second challenge is to reuse sexubkase truth has been
previously established, which we achieve by sequent cgcfhiime third challenge is to
devise derived proof rules from the generic ones to affofidient proof generation.
The generic rules are intended for arbitrary predicatesspecific applications, like
real-time model checking, special forms of predicates @nddate, and developing
special-purpose proof rules can speed proof search sigmiljc In the case of real-
time model checking, for example, quantifiers only appeafoimulas of the form
Ik.dlx; = x; + k] orVk.¢[z; := x; + k], where ther; are clocks. Instead of using
the generic rules for quantifiers, we use rules specialiaethese formulas. Note that
these rules are derived from the generic ones, and henceaiararmgeed to be sound.
This, plus an additional argument (omitted here) estaiplisthe completeness of these
derived rules for real-time, ensures the correctness oélgarithm.

A final observation is in order. A significant difficulty in arhating proof search
involves theCut rule: automatically inferring the “cutting predicates’rien-obvious.
In our approach, we defer the computation of these predidatantroducing place-
holders for them and using a “backward” analysis of the ptoed to infer values for
these placeholders. This strategy is inspired bysttigting technique used in [27].

We now give the derived rules used in our algorithm by firsdducing two derived

operators, whergre(¢, A) = ¢[A] is the weakest precondition operator.

— sucy(¢) £ Jk.post(p, T := T + k), time successor af.



— prec(¢) = Jk.pre(¢, T := T + k), time predecessor af.
In the rules that follows, s’ are placeholders.

D bp VYT =T + k] D, stp V[T =T+ K]

@) sucy(P) Fp 9 2 sucy(P),s' Fp s sucy(P A s) Fp suc(P) A s’
3) D p pre() 4 D, stp pre(y)
sucy(P),s Fp 1 ; @ Fp pregs) sucy(P),s' Fp; skp pregs’)

post(®, A) Fp ¢ post(®, A),s' bp 1 ; skp pre(s’, A)

if & — o atautology, s = true
(7)®,stp ¢ | if & — o a contradiction,s £ false

def

otherwise s=¢

Rules (1)—(4) are specialized for real-time from the gelrgprantifier elimination rules.
Rules (5) and (6) are used for the time reset operation. Rjiis (ised to determine the
values of placeholders. Recall thato, ¢ are predicate-closed, whileneed not to be.

The algorithm uses a generic, depth-first search technigtiecaching; the proof
rules above are used to generate sequents needed to be peatvadorder for the goal
sequent to be true. When a sequent is generated, the caaiseéhificked to see if it is
implied by something in the cache; then the leaf is examinezke if it is a leaf, and
if not, rules are then recursively applied to it. The sameadalgorithm can easily be
adapted to other settings by changing the proof rules uses.

Experimental EvaluationWe have implemented a prototype, which we call CWB-RT,
of the abovementioned algorithm. The effort took approxetyaone month, with a
week devoted to DBM implementations and the rest to buildivgproof-search in-
frastructure. C++ was used as the implementation langUagassess the performance
of CWB-RT, we ran it on several examples taken from the ltteaand compared the
results with those from the most recent available versiékg@nos (2.5i.2), UPPAAL
(3.4.7, with both breadth-first (-b) and depth-first (-d)rskaoptions) and RED (5.3,
with both forward and backward analysis). The experimepitform used was an In-
tel Pentium 1V 2.8GHz with 2GB memory running Linux. The ®ysts are listed below,
together with properties (a) that should hold of correctlanpentations and properties
(b) containing a bug that should not hold of correct impletatons. The “formula
bugs” include both logical errors and errors that could ltfsom typographical mis-
takes (i.e. typing “2” rather than “1” by accident).

1. Fischer’s timed Mutual Exclusion (MUX]}, 31]. We verify that (a). at any time, no
more than one process is in its critical section. (b). at fmstprocesses could be
in their waiting states at the same time.

2. FDDI token-ring mutual exclusion protoc§l3, 31]. We want to verify that (a).
at any moment, at most one station is holding the token. (Bjios ¢ is in its
asynchronous mode at timé « i of the network clock.

3. Scheduling problem of real-time operating system (PATHRS)L]. The property
verified is that (a). no deadlines will be missed. (b). no neadlines? units ahead
of time) will be missed.

4. Safeness of a leader-election algorithm (LEADER)]. We check that (a).at any
time there is at least one process who is a child to no otheregees. (b).at any
time there is at least three processes, each of which isctohilo other processes.



5. Bounded liveness of a leader-election algorithm (LBOUN®EL)]. We verify that
(a). after2[logam| time units, wheren is the number of processes, the algorithm
will terminate. (bz]. afteB time units, the algorithm will terminate.

6. CSMA/CD benchmarf31, 32]. We check that (a). at any moment, at most one
process is in the transmission mode for no less than 52 tinits. ub). a third
process could retry to send while two are already in the tmégson status.

One of the motivations for on-the-fly model checking is thag® can be caught
much more quickly than with global approaches since contiputaan be short-circuited
when errors are found. We tested this hypothesis in two wWayst, for each buggy for-
mula (b) and correct system specification, we collected @atjve performance data
for the model checkers in question. These figures in Tabledicdte that CWB-RT
performs much better than the other tools in this case.

Table 1. Performance data when correct systems fail buggy (i.e ploperties. The numbers in
the names of the systems refer to the numbers of procesdas inddels. Times represent CPU
time in seconds, “O/M” means “out-of-memory”.

CWB-RT|Krono§UPPAALJUPPAAL| RED 5.3 RED 5.3
Example 2.51.23.4.7 (-b)3.4.7 (-d)(forward)|(backward
MUX-20-b 7.833 O/M O/M|  24.555 O/M Oo/M
MUX-40-b 372.813 O/M O/M|1139.57s O/M O/M
MUX-50-b 2653.005 O/M O/M O/M O/M O/M
FDDI-30-b 0.20§ O/M O/M O/M]  22.853 15.969
FDDI-40-b 0.583 O/M O/M O/M|  92.925 78.574
FDDI-60-b 2.763 O/M O/M O/M| 1788.435 1053.065
PATHOS-7-b 10.583 O/M O/M Oo/M O/M| 3582.55%
PATHOS-8-b 48.32s O/M O/M Oo/M O/M Oo/M
PATHOS-9-b 212.665 O/M O/M Oo/M O/M Oo/M
LEADER-10-b 0.00§ O/M O/M O/M] 21.32% 264.46%
LEADER-20-b 0.033 O/M O/M Oo/M O/M Oo/M
LEADER-120-b| 26.503 O/M O/M Oo/M O/M Oo/M
LBOUND-10-b 0.01§ O/M O/M oM O/M Oo/M
LBOUND-40-b 1.923 O/M O/M Oo/M O/M Oo/M
LBOUND-120-b| 284.425 O/M O/M Oo/M O/M Oo/M
CSMA/CD-20-b 0.023 O/M 6.11 0.129 O/M O/M
CSMA/CD-40-b 0.155 O/M O/M 2.415 O/M Oo/M
CSMA/CD-100-h 3.813 O/M O/M| 232.323 O/M Oo/M

We then studied situations in which correct formulas weredusut buggy system
specifications given. The data we obtained is given in Taplh2re the error for MUX
originates in a misassignment to the global lock with théedénce between the number
of processes and the process identifier; the destinatidmedafansition from the asyn-
chronous state is misset to itself for the first station in FQBe error in PATHOS in-
volves an ommitted clock reset, which would be a typical paogming error one might
observe; and the errorin CSMA/CD is caused by missing astotlisignal, thus it leads
to an incomplete system specification; the error in LBOUNR&ssed by setting the
parent to NULL in the requester-responder pair, and to thatifier complemented by
the number of processes in LEADER.

Again, the figures show that CWB-RT significantly outperfsrtine other tools on
these case studies. We conjecture that CWB-RT's superiéompeance in this and the



Table 2. Performance data for buggy system specifications and d¢direc(a)) properties.

CWB-RT|Krono§UPPAAL|UPPAAL| RED 5.3 REDS5.3

Example 2.5i.23.4.7 (-b)3.4.7 (-d)(forward) (backward
MUX-14-e 1.323 O/M O/M Oo/M Oo/M O/M
MUX-16-e 13.003 O/M O/M Oo/M oM O/M
MUX-18-e 257.025 O/M O/M Oo/M Oo/M O/M
FDDI-30-e 0.243 O/M 181§ 2.543 67.093 14.153
FDDI-40-e 0.703 O/M 6.093 9.399 351.095  39.37%
FDDI-60-e 3.163 O/M| 44.43s 63.2637066.185 308.60%
PATHOS-5-e 0.51§ O/M 1.023 109.56$ 215.04$  24.334
PATHOS-6-e 19.713 O/M| 354.403 O/M O/M|  250.643
PATHOS-7-e [2283.135 O/M O/M Oo/M Oo/M O/M
LEADER-60-e 0.023 O/M] 21.18% 21.04 O/M O/M
LEADER-70-e 0.033 O/M O/M Oo/M Oo/M O/M
LEADER-150-ef 0.265 O/M O/M Oo/M Oo/M O/M
LBOUND-10-e 0.00§ O/M O/M]  62.33 O/M O/M
LBOUND-20-e 0.023 O/M O/M O/M O/M O/M
LBOUND-120-¢ 1.16 O/M O/M Oo/M Oo/M O/M
CSMA/CD-10-¢f 65.193 O/M O/M O/M[2057.945 2389.87%
CSMA/CD-11-¢ 200.50$ O/M O/M Oo/M O/M O/M
CSMA/CD-12-¢f 670.95$ O/M O/M O/M O/M O/M

preceding case is due to the combined forward / backwardsisadf our algorithm.
The logical infrastructure of our algorithm is useful toeleterrors quickly while most
of other tools are devoted to compute a fixpoint before itddinld an error.

An often-mentioned criticism of on-the-fly model checkirggthat when system
specifications and formulas are both correct, these algositperform very poorly. To
test the validity of this statement, we ran CWB-RT on all (ejperties for correct ver-
sions of the case studies. The performance figures are giviebie 3 and tend to refute
the assertion just given. Specifically, it can be seen thaBERV generally outperforms
Kronos and is often better, though sometimes worse, tha\dP®4.7. RED5.3 gen-
erally outperforms CWB-RT on these examples, althoughathbe noted that while
Kronos [32] was implemented with DBMs, as CWB-RT is, UPPAAL] ise CDDs
and RED5.3 CRDs [31]. We conjecture that CWB-RT would sessictmmable perfor-
mance improvement if we used CDDs / CRDs in place of DBMs. AGWB-RT’s
competitiveness does suggest that our proof-searchgrathich combines forward
(proof search) and backward (sequent caching) analysex,sgfeformance improve-
ments over the “pure forward” or “pure backward” strated@®red by these tools.

8 Conclusions

In this paper we have presented predicate equation sysBESs] as a generic model-
checking framework for data-based systems. We illustratediexibility of PESs by
showing model-checking problems for real time may be cagtuniformly using them,
and we developed generic global and local approaches towtimgsolutions of PESs.
Finally, we developed a new model-checking algorithm fal-téne based on proof
search in the setting of PESs and gave experimental datarsiptvat the algorithm is
competitive with, and often superior to, existing appraeh



Table 3. Performance data for correct systems and propertiesd).@r¢perties).

CWB-RT|Krono§UPPAAL|UPPAAL| RED 5.3 RED 5.3

Example 2.51.23.4.7 (-b)3.4.7 (-d) (forward) (backward
MUX-5-a 0.233 0.48 0.773  4.129 4,67 1.364
MUX-6-a 4033 O/M| 68.873 927.793 66.893 3.925
MUX-7-a 11553 O/M Oo/M O/M| 778.485  10.323
FDDI-20-a 0.21§ O/M Oo/M O/M 2.029 2.259
FDDI-40-a 2293 O/M Oo/M O/M| 16.913 24.39
FDDI-60-a 11.033 O/M Oo/M O/M|  60.075 85.99

PATHOS-4-a 4,199 O/M 0.213 0.143 10.15 6.073
PATHOS-5-a | 2824.965 O/M 2.148 55.27% 353.98% 360.06%
PATHOS-6-a O/M| O/M O/M O/M|12053.265 31190.21
LEADER-6-a 0.249 O/M 1.329 1.533 0.439 1.284
LEADER-7-a 12.743 O/M| 136.29% 142.02% 1.185 3.733
LEADER-8-a | 1888.355 O/M O/M O/M 2.973 9.80s3

LBOUND-6-a 0.35§ O/M 2.539 1.643 67.703 33.173
LBOUND-7-a| 15.223 O/M| 145.86$ 153.59s 453.585 193.68%
LBOUND-8-a|2431.695 O/M O/M O/M| 2933.81 892.97%

CSMA/CD-6-§ 3.893 0.32 2553 5.158 709.12% 0.524
CSMA/CD-7-4 56.623 O/M| 218.81% 182.49$12109.23 1.265
CSMA/CD-8-4 1584.765 O/M O/M O/M O/M 3.155

Uy

U7

Related Work.Both [23] and [25] propose model checkers for the valueipgssu-
calculus, although these algorithms only work for finiteteyss. Grooteet al. [16]
define first-order boolean equation systems, which are verjes to our PESs. That
work does not consider proof systems or on-the-fly algorgghmowever, and it did not
study the real-time model-checking problem. Tableau nugti@6, 17] can be cast into
a local algorithms for PESs in a way simliar to [22]. FinalB7] also gives an on-the-
fly algorithm for model-checking real-time systems and [i%jposes a computational
framework based on logic programming for verifying reahei systems. Our method is
different in being based on proof search; this basis peegthitts to identify situations,
specifically in the checking of invariance properties, inathwe can avoid clock-zone-
splitting operations that their algorithm requires. Canpgntly, we conjecture that our
algorithm will significantly outperform that one for cheokji safety properties.
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